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Summary 

August's activity centered on stolen credentials and legitimate-looking prompts rather than 
sophisticated new exploits — and the vendors and platforms districts depend on were as exposed 
as districts themselves. A credential-theft campaign exposed 3.5–4.8 million employee records 
from Microsoft Entra ID tenants; macOS moved further into attackers' sights via an authentication 
bypass and a 30+ domain ClickFix campaign; a new TrickBot variant hid its C2 traffic inside DNS 
queries; and supply-chain exposure grew through the ChainDrop npm worm (400+ packages) 
and an unauthenticated WordPress core RCE ("wp2shell"). This lands during the back-to-school 
window — the same stretch that forced Newton County, GA, and Sumner County, TN, to delay or 
shut down schools after cyber incidents last year. 
 
Threats at a Glance 

macOS Screen Sharing Authentication Bypass (CVE-2026-65400)   MEDIUM 
A flaw in built-in macOS Screen Sharing lets a remote attacker bypass authentication and gain 
root access on local or directly attached Macs; the realistic K-12 exposure is close-proximity 
WiFi/Bluetooth in classrooms with unsegmented student/staff networks, most likely surfacing as 
disruptions or pranks rather than a full breach. 
Action: Segment and enable WiFi client isolation between student and staff devices; keep 
macOS patched promptly and build a culture that supports fast patching. 

MacSync Infostealer — Rotating ClickFix C2 Infrastructure   MEDIUM 
Microsoft identified 30+ C2 servers using "ClickFix" fake-CAPTCHA/installer prompts to 
compromise macOS devices, confirmed by CIS/MS-ISAC via MDBR blocking data; Mac-heavy 
districts without EDR/MDR or DNS filtering are exposed. 
Action: Build layered Mac security: EDR, MDBR-style DNS filtering, and SIEM log ingestion. Mac is 
no longer a lower-priority target. 

"WP2Shell" Unauthenticated WordPress Core RCE (CVE-2026-63030/60137)   HIGH 
A two-flaw exploit chain in default WordPress core (no plugin required) enables full site takeover 
and is being exploited broadly. District, PTA, booster-club, and small ed-tech vendor sites on 
shared hosting with irregular patching fit the targeted profile. 
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Action: Patch immediately; recognize that open-source software requires dedicated staff time 
and ownership, not a "set it and forget it" approach. 

24,000+ Exposed Server BMCs Leak Password Hashes (CVE-2013-4786)   MEDIUM 
A 22-year-old IPMI/RMCP+ flaw let researchers pull password-derived hashes from ~24,650 of 
36,872 scanned exposed BMCs; over 30% cracked against common wordlists. On-prem district 
servers (SIS/ERP/finance) with default-enabled BMCs and weak segmentation are at risk of 
OS-independent remote takeover. 
Action: Never map remote-management ports to public IPs; isolate BMCs on a restricted VLAN 
reachable only via VPN with 2FA or a tightly controlled internal network. 

SAP Commerce Cloud Critical RCE (CVE-2026-58231)   LOW 
A CVSS 10.0 flaw in SAP Commerce Cloud's Data Hub Adapter was exploited within three days of 
patch release, before a public PoC existed. Districts don't run SAP directly, but payment 
processors, school-store/spirit-wear vendors, and nutrition-services platforms sometimes do. 
Action: Confirm with vendors that SAP Note 3771065 is applied; use tools like HECVAT to assess 
vendor security posture. 

Azure/Entra Credential Theft Exposes Millions of Employee Records   HIGH 
A threat actor ("TheHatman") is selling internal directory data from at least nine large organizations' 
Entra ID tenants (~3.5–4.8 million records), most likely via stolen credentials, infostealers, or 
password-spray/MFA-fatigue — not a platform breach. Districts running Microsoft 365/Entra with 
FERPA data face the same risk pattern. 
Action: Enforce phishing-resistant MFA (FIDO2/passkeys) for all staff, especially IT/admin; audit 
third-party app permissions; deploy conditional access; run periodic misconfiguration scans. 

ChainDrop — Self-Propagating npm Supply Chain Worm   MEDIUM 
A worm compromised 400+ (some reports over 1,300) npm packages — including widely 
embedded utilities like keyv, flat-cache, cache-manager, and file-entry-cache — after a 
maintainer's GitHub account and npm tokens were stolen; the payload targets CI/CD and cloud 
credentials. Vendor web portals, LMS integrations, and in-house Node.js tools can pull in 
compromised dependencies via routine installs. 
Action: Districts using open-source software or in-house developers need developer-level 
oversight of dependency risk; this attack surface is growing. 

New TrickBot Variant — DNS Tunneling for C2   HIGH 
TrickBot now encodes C2 commands inside DNS queries/responses instead of HTTP, evading 
detection where most content filters (including CIPA filtering) don't inspect DNS closely. As a 
modular loader, a foothold can escalate quickly to ransomware against SIS, payroll, and other 
critical systems. 
Action: Route DNS through monitored resolvers, block direct outbound DNS to arbitrary servers, 
deploy DNS anomaly detection, audit Task Scheduler, and maintain behavioral EDR. 
 
Priority Actions This Month 
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Identity & access: Require phishing-resistant MFA for all staff with no exceptions; enforce 
conditional access; regularly prune Entra ID/Google Workspace third-party app permissions. 
Network architecture: Segment IoT, cameras, and BMC/management interfaces onto isolated 
VLANs; route DNS through monitored resolvers with tunneling/anomaly detection. 
Incident response: Run a pre-opening tabletop simulating a network shutdown (modeled on 
Newton County, GA and Sumner County, TN), with paper fallback, board/family communication 
templates, and law-enforcement coordination steps. 
Awareness & training: Brief technology staff specifically on ClickFix-style prompts and 
thread-hijacking phishing from previously compromised real contacts — both successfully 
targeted experienced technical staff this month. 
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