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Statutory Reference

Artificial Intelligence Video
Interview Act

8201LCS 42/

ARTIFICIAL INTELLIGENCE

The Law

Requires that an employer that asks applicants to record video
interviews and uses artificial intelligence analysis on the applicant
videos must (1) notify each applicant before the interview that
artificial intelligence may be used to analyze the applicant’s video
interview and consider the applicant’s fitness for the position;

(2) provide each applicant with information before the interview
explaining how the artificial intelligence works and what general
types of characteristics it uses to evaluate applicants; and (3)
obtain, before the interview, consent from the applicant to be
evaluated by the artificial intelligence program as described in
the information provided.

An employer may not use artificial intelligence to evaluate appli-
cants who have not consented to the use of artificial intelligence
analysis or share applicant videos, exceptif necessary in orderto
evaluate an applicant’s fitness for a position.

Certain demographic information must be collected and report-
edto the Department of Commerce and Economic Opportunity
if the employer will rely solely on the artificial intelligence analysis
to determine whether an applicant will be selected foranin-per-
soninterview.

Applicability

Any employer that asks applicants torecord
video interviews and uses an artificial intelligence
analysis of the videos.

Bullying Prevention-Use of
Artificial Intelligence

1051LCS 5/22 -110

Beginning with the 2026-27 school year, “cyber-bullying” also
includes the posting or distribution of an unauthorized digital
replica by electronic means if the posting or distribution creates
any of the effects enumerated in the definition of “bullying” under
the lllinois School Code.

This law applies to all school districts.



https://www.ilga.gov/Legislation/ILCS/Articles?ActID=4015&ChapterID=68
https://www.ilga.gov/legislation/ilcs/fulltext?DocName=010500050K22-110

ARTIFICIALINTELLIGENCE

ISBE Guidance on the Use of
Artificial Intelligence

1051LCS 5/2-3.118a

Requires the lllinois State Board of Education (ISBE) to develop
statewide guidance for school districts and educators on the use

of artificial intelligence (Al) in elementary and secondary education.

This law applies to all school districts.

Artificial Intelligence in Teacher
Evaluations

105ILCS 5/24A-5

Beginning January 1,2027, an evaluator may not use an artificial
intelligence tool to assign a numerical score or qualitative rating for
any component of a teacher’s evaluation or to perform an evalu-
ationtask requiring professional judgment. An evaluator may use
Alto support administrative tasks associated with the evaluation
process.

Ateachermay not use Alto generate evidence of professional
practice that will be used by an evaluatorto evaluate the teacher’s
performance, but may use Al to support administrative tasks.

The joint committee established under Section 24A-4 must de-
termine how Al tools may be usedin accordance with the district’s
evaluation plan. If an evaluator uses an Al tool, the evaluator must
disclose the name and specific purpose of the tool to the teacher.
If ateacheruses anAltool, the teacher must disclose the name and
specific purpose of the tool to the evaluator.

Thislaw applies to all school districts



https://www.ilga.gov/legislation/ilcs/fulltext?DocName=010500050K2-3.118a
https://www.ilga.gov/Documents/legislation/ilcs/documents/010500050K24A-5.htm

Statutory Reference

BUDGETING & FUNDING

The Law

Community-Based Technology Programs

Applicability

Community Technology Center
Grant Program- Authorized
Activities

141ll. Adm. Code 546.140

Grants under this program support training in basic computer and Internet
skills foryouth and adults; vocational IT skills; access to careerinformation
and job searches online; computerized instructionin literacy, GED prepara-
tion, and English as a second language; before- and after-school aca-
demic programs for youth; computer training for entrepreneurs and small
businesses; distance learning and video conferencing; access to assistive
technology for people with disabilities; professional development for
teachers; and promotion of home computeraccess.

This grant applies to State educational
agencies and local educational agen-
cies, provided that alocal educational
agency or public or private educational
agency or organization must provide
computeraccess and educational
services using information technology
to the public at one or more of its edu-
cational buildings or facilities atleast 12
hours each week.

Community Technology Center
Grant Program - Eligibility

301LCS780/5-30
14 1ll. Adm. Code 546.130

Subject to appropriation, provides grants to plan, establish, administer,
and expand Community Technology Centers to individuals, communities,
and populations that typically would not otherwise have the opportunity to
use computer and telecommunications technologies.

This grant applies to State educational
agencies and local educational agen-
cies, provided that alocal educational
agency or public or private educational
agency or organization must provide
computeraccess and educational
services using information technology
to the public at one or more of its edu-
cational buildings or facilities at least 12
hours eachweek.

High Technology School-to-
Work Act

201ILCS701/Tetseq

Provides the Department of Commerce and Economic Opportunity with
the authority to establish, provide grants for, and coordinate coopera-
tive agreements between employers and secondary and postsecondary
schools to provide students with work experience in high technology
occupations combined with classroom instruction.

This law applies to the Department of
Commerce and Economic Opportunity
and the High Technology School-to-
Work programs available to employers
and to secondary and postsecondary
schools.



https://www.ilga.gov/commission/jcar/admincode/014/014005460B01400R.html
https://www.ilga.gov/documents/legislation/ilcs/documents/003007800K5-30.htm
https://www.ilga.gov/commission/jcar/admincode/014/014005460B01300R.html
https://www.ilga.gov/Legislation/ILCS/Articles?ActID=271&ChapterID=5

BUDGETING & FUNDING

State and Local Funding

Computer Science Equity Grant

105ILCS 5/2-3.199

Subject to appropriation, establishes a competitive grant program to
support the development or enrichment of computer science programsin
K-12 schools through:

e Expandedlearning opportunitiesin grades K-12 to ensure that all stu-

dents have access to computer science coursework thatis aligned to
rigorous State standards and emerging labor market needs;

e Training andretraining of teachers of grades K-12 to be more proficient

in the teaching of computer science by providing professional devel-
opment opportunities;

e Supplying classrooms with materials and equipment related to the
teaching and learning of computer science; and

« More effective recruitment and better service to K-12 learners who are
underrepresentedin the computer science labor market for enrollmentin
computer science coursework. Priority consideration for all applications
willbe given to proposals thatintend to serve a majority of learners or
teachers with gender orracial/ethnic identities that are underrepresented
in the computer science labor market.

Eligible entities are regional offices of
education, intermediate service cen-
ters, State higher educationinstitutions,
schools designated as laboratory
schools, and school districts.

Renewable Energy Grants

201LCS 687/6-5.5

Subject to appropriation, makes grants available for public schools to
assist with engineering studies and feasibility studies and in training green
economy technology andin the installation, acquisition, construction, and
improvement of renewable energy resources, including without limitation
smart grid technology, solar energy (such as solar panels), geothermal en-
ergy, and wind energy. Currently scheduled to be repealed on December
31,2030.

Public schools and community colleges
are eligible toreceive grants fromthe -
linois Environmental Protection Agency.



https://www.ilga.gov/legislation/ILCS/details?ActID=1005&ActName=School+Code.&ChapAct=105+ILCS+5%2F
https://ilga.gov/documents/legislation/ilcs/documents/002006870K6-5.5.htm

BUDGETING & FUNDING

School Technology Revolving
Loan Program

105ILCS 5/2-3.117a;
231ll. Admin. Code § 575.200

The State Board of Education administers a School Technology Revolving
Loan Program for the purpose of making technology hardware improve-
ments affordable and integrating technology in the classroom. Loans are
available for the purpose of making technology hardware investments for
students and staff of eligible applicants, such as: expenditures for the es-
tablishment of local and wide area networks; network hardware; supplies
and cost of labor for electrical work; hardware necessary for staff develop-
ment and classroom instruction; staff development related to the integra-
tion of technology; and other technology hardware investments directly
related to staff development or to classroominstruction.

Eligible applicants are: public school
districts, charter schools, areavoca-
tional centers, laboratory schools, and
State-recognized, non-public schools

Taxfor Leasing Tech/Facilities

105ILCS5/17-2.2¢

The school board of any district may levy annual taxes (not to exceed .05%
upon value of taxable property) for the purpose of leasing educational
facilities or computer technology, or both.

Thislaw applies to the school board of
any school district.

Technology Development Fund

30ILCS 265/20

Aspecial fund created as a non-appropriated trust fund within the State
treasury that provides that excess moneys in the fund may be provided as
grants to: i) lllinois schools to purchase computers, upgrade technology,
and support career and technical education; orii) incubators, accelerators,
innovationresearch, technology transfer, and educational programs that
provide training, support, and otherresources to technology businesses
to promote job growth and venture capital environments in communities of
colororunderrepresented orunder-resourced communities in the State.

This law applies to all school districts.

Federal & Competitive Grants

Effective Use of Technology
(ESSA)

20U.5.C.8719;
20U.S.C.87131

Local education agencies may receive allocations pursuant to Student
Support and Academic Enrichment Grants and must use a portion of such
funds toimprove the use of technology to improve the academic achieve-
ment, academic growth, and digital literacy of all students.

However, these funds may not be used to purchase computers used to
access the Internet or to pay for direct costs associated with accessing the
Internet unless a school, school board, local educational agency, or other
authority hasin place prescribed policies of Internet safety forminors and
is enforcing the operation of such technology protection measures during
any use of such computers by minors.

This federal grant applies to eligible
school districts through local educa-
tionagencies.



https://www.ilga.gov/documents/legislation/ilcs/documents/010500050K2-3.117.htm
https://www.ilga.gov/commission/jcar/admincode/023/023005750B02000R.html
https://www.ilga.gov/documents/legislation/ilcs/documents/010500050K17-2.2c.htm
https://www.ilga.gov/documents/legislation/ilcs/documents/003002650K20.htm
https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title20-section7119&num=0&edition=prelim
https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title20-section7131&num=0&edition=prelim

BUDGETING & FUNDING

IDEA Permissive Use of Funds
34 C.F.R.§300.208

Alocal education agency may use funds received under Part B of the
IDEA to purchase appropriate technology forrecordkeeping, data
collection, andrelated case management activities of teachers and
related services personnel providing services described in the IEP of
children with disabilities.

Any local education agency that
receives funds under Part B of the
IDEA.

IDEA Technology

20U.5.C.81474;
20U.5.C. 81461

The Secretary of Education willmake grants to, and enterinto contracts
and cooperative agreements with, eligible entities to support certain
activities to promote the development, demonstration, and use of
technology to improve results for children with disabilities and to
support educational media services designed to be of educational value
in the classroom setting to children with disabilities.

Eligible entities are: a state
educational agency, alocal
educational agency, a public charter
schoolthatis alocal educational
agency under state law, and an
institution of higher education.

Junior ROTC Grants
10U.S.C. 82036

In consultation with the Secretary of Education, the Secretary of each
military department may carry out a program to make grants available to
eligible entities to assist in providing education regarding science, tech-
nology, engineering, mathematics, computer science, computational
thinking, artificial intelligence, machine learning, data science, quantum
information sciences, cybersecurity, robotics, health sciences, and
other subjects determined by the Secretary of Defense to be related to
science, technology, engineering, and mathematics.

Aneligible entity is alocal education
agency that hosts a unit of the Junior
Reserve Officers’ Training Corps.

NSF Al Education
15U.S.C.§945]1

The Director of the National Science Foundation shall fund research
and education activities in artificial intelligence systems. Specifically,
the Director shall use the existing programs of the National Science
Foundation toimprove the teaching and learning of topics related to
artificial intelligence systemsin K-12 educational programs through the
award of grants.

This law applies to K-12 educational
programs, postsecondary
educational programs,
undergraduate and graduate
education programs, and informal
settings.

Robert Noyce Scholarship
42U.5.C.§1862n-1

A program to award competitive, merit-reviewed grants to eligible
entities to recruit and prepare undergraduate students majoringin
science, technology, engineering or mathematics to become qualified as
mathematics and science teachers at an elementary or secondary school
and to provide scholarships and stipends to individuals participating in the
program.

Aneligible entity is aninstitution
of higher education.

A scholarship under this sectionre-
quires the teacherto complete at
least 2 years of service at ahighneed
local educational agency within 8
years after graduation for each full
scholarship award received.

10



https://ecfr.io/Title-34/Section-300.208
https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title20-section1474&num=0&edition=prelim
https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title20-section1461&num=0&edition=prelim
https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title10-section2036&num=0&edition=prelim
https://uscode.house.gov/view.xhtml?req=(title:15%20section:9451%20edition:prelim)%20OR%20(granuleid:USC-prelim-title15-section9451)&f=treesort&edition=prelim&num=0&jumpTo=true
https://uscode.house.gov/view.xhtml?req=(title:42%20section:1862n-1%20edition:prelim)%20OR%20(granuleid:USC-prelim-title42-section1862n-1)&f=treesort&edition=prelim&num=0&jumpTo=true

Statutory Reference

CONTRACTS & PROCUREMENT

The Law

Applicability

Electronic Bidding

1051LCS 5/10-20.21

Acceptance of bids for contracts may be permitted by an electronic pro-
cess. The electronic process must provide the following safeguards:

1. Onthedate andtime of bid opening, the person conducting the
competitive, sealed, electronic bid process shalllog onto a spec-
ified database using a unique username and password previously
assigned to the bidderto allow access to the bidder’s specific bid
project number.

2. Theelectronic database must be on a network that:

a. issecuredbehindafirewall;

b. hasspecific encryptiontools;

C. maintainsintrusion detection systems;

d. hasredundant systems architecture with data storage
backup, whetherby CD or tape; and

e. maintains a disasterrecovery plan.

This law applies to all school boards.

General Bidding Requirements

1051LCS 5/10-20.21

When purchase of supplies and materials or work involves an expenditure in
excess of $35,000 or alower amount as required by board policy, schools
must award such contracts to the lowest responsible bidder. However,
numerous exceptions to this rule exist, including: purchases and contracts
forthe use, purchase, delivery, movement, orinstallation of data processing
equipment, software, or services and telecommunications and interconnect
equipment, software, and services.

This law applies to all school boards.

11



https://www.ilga.gov/Documents/legislation/ilcs/documents/010500050K10-20.21.htm
https://www.ilga.gov/Documents/legislation/ilcs/documents/010500050K10-20.21.htm

CRIMINAL CONDUCT & TECHNOLOGY MISUSE

Statutory Reference The Law Applicability

Cyberstalking The Cyberstalking law criminalizes harassing and threatening This law applies to allindividuals.
behavior, on at least two separate occasions, made via electronic

7201LCS 5/12-7.5 communication and:

1. atanytime transmits a threat ofimmediate bodily harm,
sexual assault, confinement orrestraint;

2. placesthat personorafamily member of that personin
reasonable apprehension of immediate bodily harm,
sexual assault, confinement, orrestraint; or

3. atanytimeknowingly solicits the commission of anact
by any person.

A person also commits cyberstalking when he or she knowingly,
surreptitiously, and without lawful justificationinstalls or places
electronic monitoring software or spyware on an electronic com-
munication device as ameans to harass another person and:

1. atanytime transmits a threat ofimmediate bodily harm,
sexual assault, confinement orrestraint;

2. placesthat personorafamily member of that personin
reasonable apprehension of immediate bodily harm,
sexual assault, confinement, orrestraint; or

3. atanytime solicits the commission of anact by any
person.

Further, a person who creates and maintains a website for at least
24 hours that contains statements harassing another person and:
includes a threat of immediate or future bodily harm, sexual as-
sault, confinement, or restraint directed toward another person;
and which places the person or family member of that personin
reasonable apprehension of immediate or future harm; and which
knowingly solicits the commission of an act by any person, is also
aviolation.

Cyberstalkingis a Class 4 felony. A second or subsequent con-
victionis a Class 3 felony.

12



https://www.ilga.gov/documents/legislation/ilcs/documents/072000050K12-7.5.htm

CRIMINALCONDUCT&TECHNOLOGY MISUSE

Harassment by Electronic The crime of harassment through electronic communications This law applies to allindividuals.

Communication consists of using electronic communication for any of the follow-

ing purposes:

7201LCS 5/26.5-3 1. making any comment, request, suggestion, or proposal
whichis obscene with anintent to offend;

2. interrupting, with the intent to harass, the telephone
service or the electronic communication service of any
person;

3. transmitting to any person, with the intent to harass and
regardless of whether the communicationisreadinits
entirety or at all, any file, document, or other communi-
cation which prevents that person from using his or her
telephone service or electronic communications device;

4. transmitting an electronic communication or knowingly
inducing a person to transmit an electronic communica-
tion for the purpose of harassing another personwho'is
under 13 years of age, regardless of whether such person
consents to the harassment, if the defendant is at least
16 years of age at the time;

5. threateninginjury to the person or to the property of the
persontowhom an electronic communicationis direct-
ed orto any of his or her family or household members; or

6. knowingly permitting any electronic communications
device to be used for any of the above purposes.

Harassment by Electronic Communicationis a Class B misde-
meanor for a first offense, and a second or subsequent violationis
a Class Amisdemeanor.

13


https://www.ilga.gov/Documents/legislation/ilcs/documents/072000050K26.5-3.htm

CRIMINALCONDUCT&TECHNOLOGY MISUSE

Hate Crimes A person commits a hate crime when, by reason of the actual or Thislaw applies to allindividuals.
perceivedrace, color, creed, religion, ancestry, gender, sexual
/201LCS 5/12-7.1 orientation, disability, citizenship, immigration status, or national

origin, he or she commits assault, battery, aggravated assault,
theft, trespass toresidence, criminal damage to property, mob
action, disorderly conduct, harassment by telephone, or harass-
ment through electronic communications.

Ahate crimeis a Class 3 felony for a first offense and a Class 2
felony forasecond or subsequent offense.

Sexting A minoris prohibited from distributing or disseminating an This law applies specifically to minors under the
indecent visual depiction of another minor through the use of a Juvenile Court Act when there is a minorinvolved
7051LCS 405/3-40; computer or electronic communication device. in the dissemination of visual depictions, and also

7201LCS 5/11-20.1(a)

applies to adults under the Criminal Code.
Further, under the Child Pornography statute, juveniles and adults
could be charged with Child Pornography, a Class 1Felony, if a
personwith the knowledge of the content, disseminates orisin
possession of any depiction of any child whom the person knows
or should know the person to be under the age of 18 engagedin
sexual acts.

14


https://www.ilga.gov/documents/legislation/ilcs/documents/072000050k12-7.1.htm
https://www.ilga.gov/Documents/legislation/ilcs/documents/070504050K3-40.htm
https://www.ilga.gov/documents/legislation/ilcs/documents/072000050K11-20.1.htm

Statutory Reference

Computer Literacy Skills

1051LCS 5/10-20.79

CURRICULUM REQUIREMENTS

The Law

All school districts must ensure that students receive develop-
mentally appropriate opportunities to gain computer literacy
skills beginning in elementary school.

Applicability

This law applies to all school districts.

Computer Literacy Required
High School Courses

105ILCS 5/27-605

For students who will enter 9th grade in the 2022-2023 school
yearand 2023-2024 school year, a student must take one year of
acourse thatincludes intensive instructionin computer litera-

cy (whichmay be incorporated with another subject that fulfills
another graduation requirement).F As a prerequisite to receiving
ahigh school diploma, each pupil entering the 9th grade must
successfully complete one year of a course thatincludesinten-
sive instruction in computer literacy, which may be English, social
studies, orany other subject and which may be counted toward
the fulfillment of other graduation requirements.

Thisrequirement applies to pupils entering 9th
grade beginning with the 2024-2025 school
year, subject to applicable statutory exceptions
and modifications.

Computer Literacy State,
School District, and School
Report Cards

1051LCS 5/10-17a

The curriculum information presented on the School Report Card
must include “computer science courses.”

“Computerscience” is defined as “the study of computers and
algorithms, including their principles, their hardware and software
designs, theirimplementation, and theirimpact on society.
‘Computer science’ does notinclude the study of everyday uses
of computers and computer applications, such as keyboarding or
accessing the Internet.”

This law applies to all school districts and the
State Superintendent of Education.

Computer Science

105ILCS 5/27-310

High schools must provide an opportunity for every high school
student to take at least one computer science course aligned to
the rigorous learning standards of ISBE.

Thislaw applies to all high schools.

15



https://www.ilga.gov/Documents/legislation/ilcs/documents/010500050K10-20.73.htm
https://www.ilga.gov/documents/legislation/ilcs/documents/010500050K27-605.htm
https://www.ilga.gov/Documents/legislation/ilcs/documents/010500050K10-17a.htm
https://www.ilga.gov/ftp/ILCS/Ch%200105/Act%200005/010500050K27-310.html

CURRICULUMREQUIREMENTS

Computer Science Standards
and Courses

1051LCS 5/2-3.185

Mandates the State Board of Education to develop and adopt
rigorous learning standards in the area of computer science and
analyze andrevise course titles dedicated to computer science
ordevelop ashort list of existing course titles that are recom-
mended for computer science courses.

Thislaw applies to the State Board of Education.

Culturally Responsive Teaching
and Leading Standards

231ll. Admin. Code Part 24.50

Any preparation program for teaching, school support, or ad-
ministrative field shall be based on applicable standards of the
Culturally Responsive Teaching and Leading. One of those stan-
dardsis that a culturally responsive teacher and leader employs
authentic and modern technology usage inspiring digital literacy
through an equity lens.

Thisregulation applies to candidates forlicensure
by the State Board of Education and programs
that prepare them.

History of the United States

1051LCS 5/27-505

The examination concerning History of the United States may be
administered remotely.

This law applies to all students graduating from
eighth grade.

Media Literacy

105ILCS 5/27-415

Every public high school mustinclude inits curriculum a unit of
instruction on media literacy, including, but not limited to: Ac-
cessinginformation; analyzing and evaluating media messages;
creating media; reflecting on media consumption; and social
responsibility and civics.

Media literacy includes media of all forms, including print, visual,
audio, interactive, and digital texts. This requirement remains in
effect through the 2026-27 school year andis scheduled to be
repealedJuly 1,2027. Beginning with the 2027-28 school year,
media literacy and Internet safety instructionis governed by 105
ILCS 5/27-405. See “Online Safety and Media Literacy.”

This law applies to all public high schools.

16


https://www.ilga.gov/Documents/legislation/ilcs/documents/010500050K2-3.185.htm
https://www.ilga.gov/ftp/JCAR/AdminCode/023/023000240000500R.html
https://www.ilga.gov/documents/legislation/ilcs/documents/010500050K27-505.htm
https://ilga.gov/documents/legislation/ilcs/documents/010500050K27-415.htm

CURRICULUMREQUIREMENTS

Online Safety and Media
Literacy

1051LCS 5/27-405

Beginning with the 2027-28 school year, every public school
must provide age- and developmentally appropriate online
safetyinstruction atleast once each schoolyearto studentsin
grades 3-8. School boards determine the scope and duration of
theinstruction, which may be incorporated into existing courses.

Recommended topics for grades 3-8 include responsible
Internet and social media use; recognizing and reporting online
solicitation; risks associated with sharing personal information;
deceptive online communications; online harassment and
cyberbullying; legal and social consequences of illicit online
conduct; and the relationship between online activity and social-
emotional health.

Beginning with the 2027-28 school year, every public

school must also provide studentsin grades 9-12 with a

unit of instruction combining media literacy and Internet

safety. Required topics include evaluating the reliability and
authenticity of information across media platforms; recognizing
misinformation and fabricated online content; creating media;
reflecting on media consumption and social responsibility;
understanding legal and social consequences forillicit

online conduct; and knowing how and where to report online
harassment, cyberbullying, and illegal online activity.

ISBE is required to make instructional resources and professional
learning opportunities available to supportimplementation.

This law applies to all public high schools.

Patriotism and Principles of
Representative Government

105ILCS 5/27-510

The examination concerning patriotism and principles of repre-
sentative government may be administered remotely.

This law applies to all students graduating from
high school.

17


https://www.ilga.gov/documents/legislation/ilcs/documents/010500050K27-405.htm
https://www.ilga.gov/documents/legislation/ilcs/documents/010500050K27-510.htm

DATA PRIVACY & STUDENT RECORDS

Statutory Reference

Federal and State Privacy Laws

The Law

Applicability

Family Educational Rights and
Privacy Act (FERPA)

20U.S.C.§1232¢g;
34 CFR Part 99

FERPA generally prohibits educational agencies and institutions
from disclosing students’ educationrecords, whether they be
electronic orwritten, without written parent or eligible student
consent. “Student educationrecords” are broadly defined to
include any records, files, ordocuments that contain information
directly related to a student and that are maintained by or for

an educational agency orinstitution. However, FERPA limits on
disclosure to apply only to personally identifiable information on
students.

The law applies to all schools that receive funds
under various programs of the U.S. Department
of Education.

18



https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title20-section1232g&num=0&edition=prelim
https://www.ecfr.gov/current/title-34/subtitle-A/part-99

DATAPRIVACY & STUDENTRECORDS

Personal Information Protection
Act

8151LCS 530/1

Obligates “data collectors” (defined to include any public or
private entity, including school districts) to notify lllinois residents
when their “personalinformation” has been breached. The law
provides an expansive definition of “personal information.” It
includes breaches of healthinsurance information, medical infor-
mation, unique biometric data, and online account information.

Data collectors are required to notify affected residents and
provide contact information for consumerreporting agencies
and the Federal Trade Commission, and advise that the individual

can obtaininformation from these sources about fraud alerts and
security freezes.

If abreach permits access to an online account, noticesvia
electronic or other form are required directing the individual to
promptly change his or heruser name or password or take appro-
priate steps to protect accounts. Data collectors are required to

implement and maintain reasonable security measures to protect
“personalinformation” from unauthorized access.

Inthe event that notice is required to be issued to more than
500residents as aresult of abreach, notice shall be provided

to the Attorney General, including a description of the nature of
the breach, the number of residents affected, and steps the data
collectorhas takeninresponse to the breach. The Attorney
Generalis authorized to publish the name of the data collector,
the types of information compromised, and the date range of the
breach.

This law applies to all school districts.
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DATAPRIVACY & STUDENTRECORDS

Right to Privacy in School
Setting; Notification

1051LCS75/15

Elementary or secondary schools must provide notification to
the student and his or her parent or guardian that the school may
not request orrequire a student to provide a password or other
accountinformation to gain access to the student’s account or
profile on a social networking website.

Elementary or secondary schools must provide notification to
the student and his or her parent or guardian that the school may
conduct aninvestigation, orrequire a student to cooperateinan
investigation, if there is specific information about activity that
violates a disciplinary rule or policy. The notification must be pub-
lishedin the elementary or secondary school’s disciplinary rules,
policies, handbook, or communicated by similar means.

This law applies to a public elementary or sec-
ondary school or school district or a nonpublic
schoolrecognized by the State Board of Educa-
tion.

Right to Privacy in the Work
Place

8201LCS 55/10

Employers are prohibited fromrequesting, requiring, or coercing
any employee or prospective employee to provide a username
and password or any password or otherrelated account infor-
mation in order to gain access to the employee’s or prospective
employee’s personal online account or to demand access in any
manner to an employee’s or prospective employee’s personal
online account. Employers are not prohibited from maintaining
workplace policies governing the use of the employer’s electron-
ic equipment, including internet/social networking/email use,
and are further not prohibited from monitoring the usage of the
employer’s electronic equipment (without requesting or using
any employee’s to provide any password in order to gain access
to the employee’s personal account).

Thislaw applies to all school districts.
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DATAPRIVACY & STUDENTRECORDS

SOPPA (Student Online Personal Protection Act)

SOPPA-Breach Notification

105ILCS 85/27(d)

Inthe event of a breach, the school shall notify the parent of any
student whose covered information was involvedin the breach
within 30 calendar days after receipt of notice of the breach by
the operator, or determination that a breach has occurred, and
include the following information:

1.

2.
3.

date, estimated date, or date range of the breach;
description of the compromised covered information;
information the parent may use to contact the operator
and the school to inquire about the breach;

toll-free numbers, addresses, and websites for consum-
erreporting agencies;

toll-free number, address, and website for Federal Trade
Commission; and

A statement that the parent may obtaininformation from
the Federal Trade Commission and consumerreporting
agencies about fraud alerts and security freezes._

Thislaw applies to all school districts other than
nonpublic schools.
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DATAPRIVACY & STUDENTRECORDS

SOPPA-General Provisions

1051LCS 85/5;
105ILCS 85/10;
105ILCS 85/15

The Student Online Personal Protection Act prohibits “opera-
tors” from engagingin targeted advertising, sale, rent, and use of
protectedinformation to protect privacy and security of student
data.

“Operators” have various duties under the act, namely:
e implement and maintain reasonable security measures to
protect covered information from unauthorized access,
destruction, use, modification, or disclosure;

o delete astudent’s coveredinformationif the schoolrequests

such deletion (unless a student or his or her parent consents
to the maintenance of such covered information);

o publicly disclose materialinformation about its collection,

use, and disclosure of coveredinformation (e.g., terms of
service agreement, privacy policy, or similar document);

o Excepting nonpublic schools, requires any operator who
seeks toreceive any covered information to enterinto a writ-
ten agreement with the school before the covered informa-

tionis transferred;
¢ incase of abreach, expedient notification to the school; and

e excepting nonpublic schools, providing to the school a list
of third parties to whom the operatoris disclosing or has
disclosed covered information.

This law applies to “operators”, which is defined
as:

To the extent that an entity is operatingin this ca-
pacity, the operator of an Internet website, online
service, online application, or mobile application
with actual knowledge that the site, service,
orapplicationis used primarily for Kthrough 12
school purposes, and was designed and market-
ed forKthrough 12 school purposes.

SOPPA-Parent Requests

1051LCS 85/27(q)

Upon a parent’s request, a school must request an operator to
delete coveredinformation on behalf of a student, solong as
the deletion of the covered information does not violate State or
federalrecords laws.

Thislaw applies to all school districts other than
nonpublic schools.
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DATAPRIVACY & STUDENTRECORDS

SOPPA-Use of Covered
Information

105ILCS 85/26

No school district may sell, rent, lease or trade any covered infor-
mation.

Additionally, schools (other than nonpublic schools) may not
share, transfer, disclose, or provide access to a student’s cov-
ered information to an entity orindividual, other than the stu-
dent’s parent, school personnel, appointed or elected school
board members orlocal school councilmembers, or the State
Board, absent a written agreement, unlessitis for the protection
and safety of others, required by court order of State or federal
law, or to ensure legal or regulatory compliance.

The provision prohibiting the sale, rent, lease, or
trade of information applies to all school districts.

However, the provision regarding the prohibition
on sharing or providing access to the information
applies only to schools other than nonpublic
schools.
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DATAPRIVACY & STUDENTRECORDS

SOPPA-Written Agreements

105ILCS 85/15(4)

1051LCS 85/27(b)

The written agreement required by the Student Online Personal
Protection Act between school districts and operators canbe
in electronic form and signed with a digital signature or a “click
wrap” agreement and must contain:

o the type of coveredinformation;
o statement of the product or service;

o specificlanguage prescribed by statute regarding the au-
thorized use of the covered information;

e how costsincurred by the school will be allocated in the
event of abreach;

o statement that the operator must delete or transferto the
school all coveredinformationif the informationis nolonger
needed for the purposes of the written agreement, and
specifications for the time period in which the information
must be deleted or transferred; and

o statement that the school must publish the written agree-
ment onthe school’s website, or available forinspectionif no
website is maintained.

Each school must adopt a policy designating which school
employees are authorized to enterinto written agreements with
operators.

Any written agreement under which the disclosure of covered
information between a school and a third party takes place must
include a provisionrequiring the entity to whom the covered
informationis disclosed to implement and maintain reasonable
security procedures and practices to protect covered informa-
tion from unauthorized access, destruction, use, modification, or
disclosure.

This law applies to “operators”, but does not
apply to nonpublic schools.

“Operator” means:

To the extent that an entity is operatingin this ca-
pacity, the operator of an Internet website, online
service, online application, or mobile application
with actual knowledge that the site, service,
orapplicationis used primarily for Kthrough 12
school purposes, and was designed and market-
ed forKthrough 12 school purposes.
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DATAPRIVACY & STUDENTRECORDS

Student Recordkeeping

Disposition of Student Records
50ILCS 205/7

44 11l. Admin. Code Part 4000

4411l. Admin. Code Part 4500

APublic Recordis defined to include born-digital material, digi-
tized electronic material, electronic material with a combination
of digitized and born-digital material, and other documentary
material, regardless of physical form or characteristics made,
produced, executed orreceived by any agency or officer pursu-
ant to law orin connection with the transaction of public business
and preserved or appropriate for preservation by the agency as
evidence of the organization, function, policies, decisions, pro-
cedures, or other activities.

The Local Records Commission has promulgated regulations to
establish procedures for the disposition of public records, pro-
cedures forthe management and preservation of electronically
generated and maintained records, and standards for the repro-
duction of such public records by digitized electronic format.

The Local Records Actis applicable to student records main-
tained pursuant to the lllinois School Student Records Act and,
therefore, alocal school district must obtain the written approval
of the appropriate local records commission before destroying
or otherwise disposing of student records, whether they existin
physical hardcopy form or digital form.

The law applies to school districts as it pertains to
destruction or disposal of studentrecords.
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DATAPRIVACY & STUDENTRECORDS

Missing Children Records Act;

Missing Children Registration
Law

3251LCS 50/5;
325ILCS 55/5

Upon notification by the lllinois State Police of a missing minor,
school districts and preschool programs are required to flag the
record, whether electronic or hard-copy, of the missing minor
such that whenever a copy of informationregarding the recordis
requested, the school shall be alerted to the fact that the record
is of amissing person. The school mustimmediately report to
the lllinois State Police any request concerning flaggedrecords
orknowledge as to the whereabouts of any missing minor. Upon
notification by the lllinois State Police that the missing person has
beenrecovered, the school or other entity shall remove the flag
fromthe person’srecord.

School districts are also required to undertake the abovemen-
tioned duties and additionally report to local law enforcement
authority.

Thislaw applies to all school districts.
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DATAPRIVACY & STUDENTRECORDS

lllinois School Student Records
Act

1051LCS 10/
231ll. Admin. Code § 375

A student permanent recordis the minimum personal informa-
tion necessary to a schoolin the education of the student, which
may include: the student’s name, birth date, address, grades and
grade level, parents’ names and addresses, attendance records,
and such other entries as the State Board may require or autho-
rize. Aschoolisrequired to maintain student permanentrecords
fornolessthan 60 years after the student has graduated, trans-
ferred, or permanently withdrawn from the school.

A student temporary recordis allinformation containedina
school student record thatis not required to be containedin the
student permanent record. This information must be maintained
by a schoolfornoless than 5 years after the student has graduat-
ed, transferred, or permanently withdrawn from the school.

Aschool studentrecordis any writing or otherrecorded informa-
tion concerning a student and by which a student may be individ-
ually identified, maintained by a school or atits direction orby an
employee of aschool, regardless of how or where the information
is stored.

A Student Permanent Record may also include a summary of per-
formance for a student who received special education services.
The summary must be substantially similar to the form developed
by ISBE and is subject to specific confidentiality requirements. A
summary of performance may be excluded from the permanent
record if, afterreceiving the statutory written notice regarding
special educationrecord retention and potential future eligibility
for State or federal benefits, the student and parent or guardian
consentinwriting to its exclusion.

Studentrecords may also be released to the lllinois Department
of Human Services solely for purposes of assessing or evaluating
a student’s eligibility for Medicaid waiver benefits, consistent
with Department rules.

This law applies to any public preschool, day care
center, kindergarten, nursery, elementary or sec-
ondary educationalinstitution, vocational school,
special educational facility or any other elemen-
tary or secondary educational agency orinstitu-
tion and any person, agency orinstitution which
maintains school student records from more
than one school, but does not include private or
non-public schools.
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DATAPRIVACY & STUDENTRECORDS

lllinois School Student Records
Act-Custodian

1051LCS10/4

Each school shall designate an official records custodian whois
responsible for the maintenance, care and security of all school
student records, whether they are in electronic or hard-copy
form, and whether or not such student records are in his or her
personal custody or control.

The official records custodian shall take all reasonable measures
to prevent unauthorized access to or dissemination of school
studentrecords.

This law applies to any public preschool, day care
center, kindergarten, nursery, elementary or sec-
ondary educational institution, vocational school,
special educational facility or any other elemen-
tary or secondary educational agency orinstitu-
tion and any person, agency orinstitution which
maintains school student records from more
than one school, but does not include private or
non-public schools.
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DEVICES, TELECOMMUNICATIONS & INFRASTRUCTURE

Statutory Reference

Cell Phone Jammers

47U.S.C.8§302a(b);
47 C.F.R.§2.803(a)

The Law

The Communications Act and Federal Communications Commis-
sionrules prohibit the operation of devices designed to prevent,
jam, or otherwise interfere with cell phone communications.

Applicability

Thisis alaw of general applicability to any person
violating these provisions..

Cellular Radio
Telecommunication Devices

1051LCS 5/10-20.28;
1051LCS 5/34-18.14

The school board (or the Chicago Board of Education, for cities
with a population over 500,000 inhabitants) may establish
appropriate rules and disciplinary procedures governing the use
orpossession of cellularradio telecommunication devices by a
student while ina school oron school property, during regular
schoolhours, orat any othertime.

This law applies to all school districts.

Electronic Paging Devices

1051LCS 5/10-21.10;
105ILCS 5/34-18.9

No student may use or have in his or her possession any pocket
pager or similar electronic paging device while in any school
building or on any school property, unless authorized by the
schoolboard (orthe principal, for cities with a population over
500,000 inhabitants).

This law applies to all school districts.

lllinois Century Network

2201LCS 80/20

2201LCS 80/30

Provides that the Broadband Advisory Council shall evaluate the

expansion of the lllinois Century Network to lllinois public schools,

public libraries, and State-owned correctional institutions or fa-
cilities, including issuing recommendations forincreasing agency
staffing, infrastructure development, price modeling, and pro-
viding download speeds of at least one gigabyte per second and
upload speeds of at least one gigabyte persecond.

This law applies to the Broadband Advisory
Council.

Kari’s Law

47U.5.C. 862347 C.F.R.§9.16

Any multi-line telephone system that is installed must be capable
of direct dialing 9-1-1, without having to first dial an outside line.

This law applies to all multi-line telephone
systems that are manufactured, sold, leased, or
installed after February 16, 2020.
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DEVICES, TELECOMMUNICATIONS & INFRASTRUCTURE

RAY BAUM’S Act Any on-premises fixed telephones associated with a multi-line This law applies to all multi-line telephone
telephone system must ensure that “dispatchable location” infor- | systems that are manufactured, sold, leased, or
47C.F.R.89.16 mation is conveyed with any 9-1-1call made from such device. installed after February 16, 2020.

Any on- or off-premises, non-fixed devices associated with a
multi-line system must also ensure that “dispatchable location”
informationis conveyed when technically feasible; otherwise,

it shall provide dispatchable location based on end user man-
ualupdate or alternative locationinformation. “Dispatchable
location” includes the street address of the caller, plus additional
locationinformation such as a suite, apartment, or similar infor-
mation necessary to identify the location of the caller.

Student Biometric Information | School districts that collect biometric information from students | Thislaw applies to all school districts.
shall adopt policies that require, at a minimum, all of the following:

105ILCS 5/10-20.40: 1. Written permission from the individual who has legal
105ILCS 5/34-18.34 custody of the student or from the student if he or she
hasreachedthe age of 18.

2. Discontinuation of use of a student’s biometric infor-
mation upon the student’s graduation or withdrawal; or
uponreceiptinwriting arequest for discontinuation by
the individual who has legal custody of the student or
from the studentif he or she hasreached the age of 18.

3. Destruction of a student’s biometric information within
30 days after the use of the biometric informationis

discontinued.
4. Theuse of biometricinformation solely foridentification
or fraud prevention.

5. Prohibitiononthe sale, lease, or disclosure of biometric

information (unless there is consent or disclosure
required by court order).

6. Storage, transmittal and protection of biometric infor-
mation from disclosure.
“Biometric information” means any information that is collected
through anidentification process forindividuals based on their
unique behavioral or physiological characteristics, including
fingerprint, hand geometry, voice, or facial recognition oriris or
retinal scans.
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DEVICES, TELECOMMUNICATIONS & INFRASTRUCTURE

Student Wireless Onorbefore the beginning of the 2027-2028 school year, each Adistrict that had an existing policy before the
Communication Device Policy schoolboard must adopt andimplement a wireless communica- effective date of the Act that limits wireless

tion device policy that, at a minimum, prohibits students from using | communication devices during a majority or all of
1051LCS 5/10-20.88 wireless communication devices during school time, subject to the school day may continue that policy through
105ILCS 5/27A-5.3 statutory exceptions. the 2030-2031school year before adopting a

1051LCS5/34-18 . . .
The policy must address device storage, uniform enforcement, policy meeting the new statutory requirements.

developmentally appropriate and trauma-informed implementa-
tion, and an alternative when a violation ordinarily would require a
parent or guardian to retrieve the device but the parent or guardian
cannotappearin person.

Required exceptionsinclude use needed to fulfillan IEP, Section
504 plan, medical order, or other written accommodation; use
determined necessary foran English learnerto access learning
materials; use determined necessary on a case-by-case basis for
astudent caregiver; and use required by other State or federal law.
Districts may also permit use for educational purposes, emer-
gencies, and, at district discretion, high school lunch and passing
periods.

Districts may not enforce the policy through fees, fines, suspen-
sions, expulsions, or deployment of a school resource officer or
law enforcement officer, although this limitation does not prevent
discipline when use of the device constitutes separate gross dis-
obedience or misconduct.

Development of the policy mustinclude input from the teachers’
collective bargaining representative, if any, administrators, and
parents or guardians; studentinput is encouraged. The policy must
bereviewed atleast once every 3 years with stakeholderinput.

The policy must be posted on the district’s publicly accessible
website and provided annually to parents, guardians, and school
personnel, including new employees and substitute teachers.
Schoolboards and personnel receive specified immunity for dam-
age to devices storedin good faith under the policy.

31


https://www.ilga.gov/Legislation/BillStatus/FullText?GAID=18&DocNum=1268&DocTypeID=HB&LegId=0&SessionID=114
https://www.ilga.gov/legislation/ilcs/fulltext?DocName=010500050K27A-5.3
https://www.ilga.gov/Documents/legislation/ilcs/documents/010500050K34-18.htm

DIGITALLEARNING & EDUCATIONAL PROGRAMS

Statutory Reference

Driver Education Distance
Learning

1051LCS 5/27-815

The Law

School districts may, on a case-by-case basis, allow a student to take a por-
tion of adriver’s education course through a distance learning program. Such
a decision must be approved by the school’s administration, including the
driver education teacher and the parent/guardian. The student may not take
the entire driver education course through a distance learning program.

Applicability

The law applies to all school districts.
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DIGITALLEARNING & EDUCATIONALPROGRAMS

E-Learning Days School districts statewide are authorized to utilize “E-Learning Days” in lieu of emer- This law applies to all school districts.
gency days or because a school was selected to be a polling place. Effective January

105ILCS 5/10-20.56 1,2027, an e-learning day used by a school district due to a school being selected as a
polling place does not count toward the school district’s minimum number of emer-
gency days.

The School Code provides that five clock hours of instruction or school work are re-
quired for each student participating in an e-learning Day.

Before the adoption of the E-Learning Program, the school board must hold a public
hearing on a school district’s proposal for an E-learning Program. Notice must be pro-
vided atleast 10 days prior to the hearing by (1) publicationin a newspaper, (2) written
orelectronic notice designed to reach parents or guardians of all students in a school
district; and (3) written or electronic notice designed to reach any exclusive collective
bargaining representatives of school district employees and all those employees notin
a collective bargaining unit. The school board’s approval of a school district’s initial
E-learning Program and renewal of the E-learning Program shall be for a term of 3 years.

Proposals for e-learning programs must contain provisions designed to accomplish:

e ensure and verify atleast 5 clock hours of instruction;

e ensure access fromhome oranother appropriate remote facility for all students

participating, including computers, Internet, and other forms of electronic com-
munication;

e ensure that non-electronic materials are made available to students participating
in the program who do not have access to required technology, or to participating
teachers or students who are prevented from accessing the required technology;

e ensure appropriate learning opportunities for students with special needs;
¢ monitor and verify each student’s electronic participation;

¢ address the extent to which student participationis within the student’s control as
to time, pace, and means of learning;

« provide effective notice to students and their parents or guardians of the use of
particular days fore-learning;

« provide staff and students with adequate training;

e ensure opportunity for collective bargaining negotiations with representatives of
the district’s employees who would be affected in the event of an e-learning Day;

e review andrevise the program to address difficulties confronted; and

o ensure that protocolregarding general expectations and responsibilities of the
program is communicated to teachers, staff, and students at least 30 days prior to
utilizing an e-learning Day.

E-learning Days may be utilized forremote and blended remote learning days.
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DIGITALLEARNING & EDUCATIONALPROGRAMS

lllinois P-20 Council One of the duties of the lllinois P-20 Council, established to study and make | This law applies to the lllinois P-20
recommendations concerning education at all levels, is to make recommen- | Councilmembers.
1051LCS 5/22-45 dations for the short- andlong-term actions needed to recoverlearningin

the wake of the Covid-19 pandemic, including: closing the digital divide for all
students pertaining to access to devices, internet connectivity, and ensuring
educators have the necessary support and training to provide high quality
remote and blended learning to students.

Remote Educational Programs | A student may participate only after the school district, pursuant to adopted | Thislaw applies to all school districts.
school board policy, and a person authorized to enroll the student determine

1051LCS 5/10-29; that aremote educational program will best serve the student’s individual
2311l. Admin. Code §226.360 learning needs

Aremote educational programis an educational program delivered to stu-
dentsinthe home or otherlocation outside of a school building that aligns

to State learning standards, and the program offers instruction and educa-
tional experiences consistent with those given to students at the same grade
levelinthe district. Each student must have a written remote educational
plan approved by the school district. The placement of a student in aremote
educational program does not relieve the school district of the responsibility
forensuring the student will receive all programming and related services
required by the IEP.

This program does notinclude instruction delivered to students through an
“E-Learning Program.”

Dissection Alternatives Act Given the advancement of technology in school districts, all school districts | The law applies to all school districts.
are encouraged to make available and use alternatives to dissection, when
1051LCSN2/5 the alternatives are appropriate and can provide an educational experience

thatis equal or superior to the traditional use of dissection.
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Statutory Reference

Accessibility & Compliance

DISTRICT WEBSITE CONTENT

The Law

Applicability

Website Accessibility
Guidelines

1051LCS 5/10-20.75

1051LCS 5/34-18.72

42U.5.C.§12132

28 C.F.R.8835.200-35.205

29U.5.C.8794

School districts must require that any third party online curricu-
lum thatis made available to enrolled students or the public by
aschool district through the Internet complies with Level AA of

the World Wide Web Consortium’s Web Content Accessibility
Guidelines 2.1or any revised version of those guidelines.

The Americans with Disabilities Act Title Il regulations establish
specific accessibility requirements forweb content and mo-
bile applications provided or made available by state and local
government entities, including public school districts. Covered
web content and mobile applications generally must conform to
WCAG 2.1Level AA, subject to limited regulatory exceptions.

Following an April 2026 extension of the federal compliance
deadlines, public entities with populations of 50,000 or more
must comply by April 26, 2027. Public entities with populations
under 50,000 must comply by April 26,2028. Foranindepen-
dent school district, population is determined using the district’s
populationreported through the U.S. Census Bureau’s Small Area
Income and Poverty Estimates, rather than student enrollment.

The rule extends beyond a district’s primary website and includes
covered web content and mobile applications provided directly
orthrough contractual, licensing, or other arrangements.

This law applies to all school districts.

The Americans with Disabilities Act of 1990 ap-
plies to all public entities.

Educational Content & Policies

Anti-Bias Policy

1051LCS 5/27-1050

Aschoolboard that adopts a policy to incorporate activities to
addressintergroup conflict, shall make that policy available to

the public by posting the information on the school district’s
Internet website, if any.

This law applies to those school districts incor-
porating activities to address intergroup conflict
that maintain an Internet website.
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DISTRICTWEBSITECONTENT

Bullying Prevention Policy

1051LCS 5/22-110

All school districts must publish a bullying prevention policy on
its website, as well as the information developed as aresult of a
policy evaluation.

Thislaw applies to all school districts that main-
tain awebsite.

Comprehensive Personal Health

and Safety and Sexual Health
Education

1051LCS 5/27-1015

School districts must annually post on their websites, if one ex-
ists, which curriculumis used to provide comprehensive personal
health and safety and comprehensive sexual health education
and the name and contactinformation, including an email ad-
dress, of school personnel who canrespond to inquiries about
instruction and materials.

Thislaw applies to all school districts, including
charter school districts, that have a website.

Disciplinary Practices

1051LCS 5/2-3.162

Certain districts identified by the ISBE that meet specified criteria
must post a planidentifying strategies the school district will im-
plement to reduce the use of exclusionary disciplinary practices,
orracial disproportionality, or both.

This law applies to the top 20% of specific school
districts meeting specific ISBE requirements.

Driver’s Education

105ILCS 5/27-815

If a school district contracts with a commercial driver training
school for purposes of classroominstruction and practice driv-
ing, the district shall post a copy of the final contract between the
district and the commercial driving training school. If no website
exists, the school district shall make the contract available upon
request.

This law applies to all school districts.

Remote and Blended Remote
Learning

1051LCS 5/10-30

1051LCS 5/34-18.66

Eachremote and blended remote learning day plan shall be
posted on the district’s website where other policies, rules, and
standards of conduct are posted.

This law applies to all school districts during any
period where remote or blended remote learning
days are required following the declaration of a
disaster due to a public healthemergency.

Sexual Misconductin Schools
(Faith’s Law)

105ILCS 5/22-85.5

Each school district must develop an employee code of pro-
fessional conduct policy in accordance with the requirements
of Faith’s Law and post the policy onits website, if any, and be
included in any staff, student, or parent handbook.

This law applies to all school districts, charter
schools, and nonpublic schools.

Suicide Prevention Policy

105ILCS 5/2-3.166

Each school board shall review and update its suicide awareness
and prevention policy, and post such policy on the school dis-
trict’s publicly accessible Internet website.

Thislaw applies to all school districts that main-
tain a website.
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DISTRICTWEBSITECONTENT

Type 1Diabetes Informational
Materials

1051LCS 5/2-3.204

The State Board of Education, in coordination with the Depart-
ment of Public Health, shall develop type 1diabetes informational
materials for the parents and guardians of students. The informa-

tional materials shall be made available to each school district
and charter school onthe State Board’s Internet website. Each

school district and charter school shall post the informational

materials on the school district’s or charter school’s website, if
any.

This law applies to all school districts.

Governance Transparency

Administrator and Teacher
Compensation

105ILCS 5/10-20.47

Each schoolboard must prepare areport containing the base
salary and benefits of the district superintendent and all adminis-
trators and teachers employed by the school district and publish
same onits website.

This law applies to all school districts that main-
tain awebsite.

Budget

105ILCS 5/17-1.2

If aschool district has an Internet website, the school district shall
postits current annual budget, itemized by receipts and expendi-
tures, onthe district’s Internet website.

Thislaw applies to all school districts that main-
tain a website.

Contracts

105ILCS 5/10-20.44

Schoolboards mustlist on the districts Internet website all con-
tracts over $25,000 and any contract the school board enters
into with an exclusive bargaining representative.

Further, each school district must prepare an annual report on all
contracts over $25,000 awarded during the previous fiscal year
and publish same onits website. Each school district must also
submit the annual report to the State Board of Education.

This law applies to all school districts that main-
tain a website.
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DISTRICTWEBSITECONTENT

District Report Card

105ILCS 5/10-17a

Within 30 calendar days of receiving the school district report
cards from the State Superintendent of Education, each school
district, including special charter districts and Chicago school
districts, shall present suchreport cards at aregular school board
meeting subject to applicable notice requirements, post the re-
port cards on the school district’s Internet website, make the re-
port cards available to anewspaper of general circulation serving
the district, and, uponrequest, send the report cardshome to a
parent (unless the district does not maintain an Internet web site.

This law applies to all school districts that main-
tain a website.

FOIA Information

School districts must include FOIA officerinformation, the meth-
od whereby the public may requestinformation, the address

This law applies to all school districts.

SILCS140/4 where requests may be directed, and any fees associated with
the request.
IMRF Compensation Requires that lllinois Municipal Retirement Fund (IMRF) employ- | Applies to employers participating in the lllinois

5ILCS120/7.3

ers post on their website and at their principal place of business
the total compensation package (TCP) for each IMRF-covered
employee earning in excess of $75,000 within six days after
approval of the budget, and foremployees earning a minimum of
$150,000 posting of the TCP at least six days prior to approving
their TCP.

Municipal Retirement Fund.
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DISTRICTWEBSITECONTENT

Minutes

51LCS120/2.06

Apublic body shall approve the minutes of its open meeting
within 30 days after that meeting or at the public body’s second
subsequent regular meeting, whicheveris later. The minutes of
meetings open to the public shall be available for public inspec-
tionwithin 10 days after the approval of such minutes by the
public body.

Aschool district that has a website maintained by full-time staff
must post the minutes of aregular meeting onits website within
10 days after the approval of the minutes, and the minutes shall
remain posted on the website for atleast 60 days.

This law applies to all school districts.

School Board Members -
Contact

50ILCS 205/20

School districts must include a mechanism (such as a uniform
single email address) onits Internet website formembers of the
public to electronically communicate with schoolboard mem-
bers.

This law applies to a school district that serves
apopulation of less than 1,000,000 and that
maintains an Internet website.

School Board Members -
Training

105ILCS 5/10-16a

The school district shall maintain onits Internet website the
names of all voting members of the school board who have suc-
cessfully completed professional development and leadership
training.

This law applies to all school districts having a
population of not fewer than1,000 and not more
than 500,000 inhabitants.
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DISTRICTWEBSITECONTENT

Schedule & Agenda

5ILCS120/2.02

School districts shall give public notice of the schedule of regular
meetings at the beginning of each calendar or fiscal year and shall
state the regular dates, times, and places of such meetings.

An agenda foreachregular meeting shall be posted at the prin-
cipal office of the school district and at the location where the
meetingis to be held atleast 48 hours in advance of the meeting.
Adistrict with a full-time staff operating a website shall also post
onits website the agenda of any regular meetings. Any agenda of
aregularmeeting thatis posted on a website shall remain posted
until the regular meetingis concluded.

This law applies to all school districts.

School Support Personnel
Reporting

1051LCS 5/10-20.80

1051LCS 5/34-18.74

No laterthan December1,2022, and each December st there-
after, each school district must report to ISBE datarelated to the
number of personnel holding school support personnel endorse-
ments, and must make thatinformation available on the district’s
website.

This law applies to all school districts with a web-
site.

Severance Agreements

50ILCS 205/3c

A school district entering into a severance agreement with an em-
ployee or contractor because the employee or contractor was
found to have engaged in sexual harassment or sexual discrimina-

tion must publish onits website, if one is maintained:

(i) the name and title of the person receiving payment;

(i) the amount of the payment;

(iii) the employee or contractor was found to have engaged in
sexual harassment or sexual discrimination; and

(iv) the date, time, and location of the meeting at which the school
district approved the severance agreement.

This law applies to all school districts that main-
tain a website.

Shared Service Reporting

105ILCS 5/17-1.1

Each school districtis required to complete a “Shared Service
Reporting and Fiscal Efficiency” report for the State Board of
Education thatincludes, among other things, the incidence

of shared service options fortechnology services and STEM
program offerings. This report must be approved by the school
board at an open meeting that allows for public comment and
published on the school district’s website, if any.

This law applies to all school districts.
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DISTRICTWEBSITECONTENT

Student Online Personal
Protection Act

1051LCS 85/27

Effective July 1, 2021, each school shall post and maintain onits website,
ormake available forinspection at its administrative office the following
information:

1. a‘“layperson” explanation of the data elements of covered
information under the Student Online Personal Protection Act
that the school collects, maintains, or discloses to any person or
entity, and how the school uses and discloses the information,
and the purpose of the use of such information;

2. alistof operators that the school has written agreements with, a
copy of each written agreement, and a business address for
each operator;

3. foreachoperator, alist of any subcontractors to whom covered
information may be disclosed, oralink to the operator’'s website
thatlists thatinformation;

4. awritten description of procedures a parent may use to exer-
ciserights granted by the Act;

5. alistof any breaches of coveredinformation thatincludes:

e the number of studentsinvolved (unless disclosure violates
Personal Information Protection Act);

o the date orestimated date range of the breach; and

« if anoperatorbreach, the name of the operator.
Schools must update items (1)(3)(4)and (5) no later than 30 calendar days
following the start of a fiscal year, and no later than 30 days following the
beginning of a calendaryear.

If the number of students whose covered informationinvolved in the
breachisless than10% of enrollment, the school may omit such breach.

Each school must post onits website, or make available at its administra-
tive office forinspection, each written agreement entered into under the
Student Online Personal Protection Act.

Thislaw applies to all school districts.

Waiver of School Code
Mandates

1051LCS 5/2-3.25¢g

Applicants may petition the State Board of Education for the
waiver or modification of provisions within the School Code, or of
the administrative rules and regulations established by the State
Board of Education.

If the applicantis a school district, the district shall post infor-
mation that sets forth the time, date, place, and subject matter
of the public hearing onits website at least 14 days prior to the
hearing.

Thislaw applies to all school districts that
maintain a website.
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DISTRICTWEBSITECONTENT

Facilities & Capital Planning (Chicago Only)

Capital Expenditure Report

1051LCS 5/34-220

The chief executive officer shall provide the Board with an annual
capital expenditure report within 90 days after the end of the
fiscal year. The report shall be published on the district’s Internet
website.

This law applies to school districts in cities with a
population of over 500,000.

Capital Improvement Plans

105ILCS 5/34-215

The district shall develop one-year and 5-year capital improve-
ment plans. The proposed one-year capitalimprovement plan
shall be posted on the district’s Internet website and shall be sub-
jectto public review and comment and at least 3 public hearings.
The 5-year plan shall be published on the district’s website and
distributed to all principals.

This law applies to school districts in cities with a
population of over 500,000.

Facility Master Plan Information

1051LCS 5/34-210

The data, information, and analysis that informs the educational
facility master plan must be published on the district’s website.

Thislaw applies to school districts in cities with a
population of over 500,000.

Facility Standards

1051LCS 5/34-205

The district shall publish space utilization standards on the
district’s website along with a space utilization report foreach
school building by December 31 of eachyear.

This law applies to school districtsin cities with a
population of over 500,000.

Open Positions

1051LCS 5/34-18.22

The school district must post a current list of all unfilled teaching

positions in the district onits Internet website. The State Board of
Education’s Internet website must provide a link to this list.

This law applies to school districtsin cities with a
population of over 500,000.

Property

1051LCS 5/34-220

Alist of all property owned by orleased to the Board shall be
published on the district’s Internet website and updated annually.

Further, a summary of all lease agreements in which the Board is a
lessororlessee must be published. All lease agreements in which

the Boardis alessororlessee shall be published on the district’s
Internet website for the duration of the lease.

This law applies to school districtsin cities with a

population of over 500,000.
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Statutory Reference
Child Sexual Abuse

3251LCS5/4.5

EMPLOYEES

The Law

If an electronic and information technology equipment worker
discovers any depiction of sexual abuse material while install-
ing, repairing, or otherwise servicing anitem of electronic and
information technology equipment, that worker or the worker’s
employer shallimmediately report the discovery to the local law
enforcement agency orto the CyberTipline at the National Cen-
ter for Missing & Exploited Children.

Failure to report a discovery of child sexual abuse material as
required under this Sectionis a business offense subject to afine
of $1,001.

Applicability

Thislaw applies to any person who in the scope,
and course of his orher employment or business,
installs repairs or otherwise services electronic
and information technology equipment fora

fee (but does notinclude persons employed or
contracted by telecommunications carriers or
commercial mobile radio services).

Computer Programs

105ILCS 5/10-23.10;
105ILCS 5/34-18

Schoolboards have the power to sell or market any computer
program developed by an employee of the school district, pro-
vided that such employee developed the computer programas a

directresult of his or her duties with the school district or
through the utilization of the school district resources or facilities.

The employee s entitled to share in the proceeds of the sale or
marketing of the program, except that neither the employee nor
the school district may receive more than 90% of such proceeds.

This law applies to all school districts.
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EMPLOYEES

Criminal History Record

105ILCS 5/10-21.9
1051LCS 5/34-18.5

Student teachers and all applicants with a school district are
required to authorize a fingerprint-based criminal history records
check to determineif such student teachers or applicants have
been convicted of any disqualifying, enumerated criminal or drug
offenses orhave been convicted, within 7 years of the applica-
tion, of another felony.

Uponreceipt of the authorization, the school district shall submit
the applicant’s name, sex, race, date of birth, social security num-

ber, fingerprintimages, and otheridentifiers to the lllinois State
Police.

The information concerning the record of convictions shall be
confidential and a copy of the record of convictions obtained
from the lllinois State Police shall be provided to the student
teacherorapplicant foremployment.

Thislaw applies to all school districts.

44


https://www.ilga.gov/Documents/legislation/ilcs/documents/010500050k10-21.9.htm
https://www.ilga.gov/Documents/legislation/ilcs/documents/010500050K34-18.5.htm

EMPLOYEES

E-Learning Days

1051LCS 5/10-20.56

School districts must pay employees who provide educational
support services theirregularrate of pay and benefits forany
e-learning day if the employee would have reported for work but
forthe closure, unless the day is rescheduled and the employee
will be paid theirregular pay for the rescheduled day.

A school district shall make full payment that would have oth-
erwise been paid toits contractors who provide educational
support services to the district, including, but not limited to,
custodial, building maintenance, transportation, food service
providers, classroom assistants, or administrative staff, their
daily, regularrate of pay and benefits rendered for any school
closure ore-learning day if any closure precludes them from per-
forming theirregularly scheduled duties and employees would
have reported for work but for the closure. The employees who
provide the support services covered by such contracts shall be
paid their daily bid package rates and benefits as defined by their
local operating agreements or collective bargaining agreements,
except thisrequirement does not apply if the day is rescheduled
and the employee will be paid their daily, regular rate of pay and
benefits for the rescheduled day when services are rendered.

This law applies to all school districts, including
charter schools established under Article 27A of
the School Code.

Immunity

7451LCS10/2-210

Certainimmunities are granted to public employees, including
negligent misrepresentation or the provision of information, ei-
ther orally, in writing, by computer, or any electronic transmission,
orinabook orother form of library material.

Thislaw applies to all public employees.
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EMPLOYEES

Professional Teaching Standards

231ll. Admin. Code §24.130

The competent teacheridentifies individual student needs and
effectively locates and accesses technology, services, and re-
sources to address those needs. The teacher demonstrates
fluencyintechnology systems and uses technology to support
and enhance learning. Additionally, the teacher utilizes assistive
technology to ensure access forindividuals with disabilities. The
teacherunderstands the appropriate role of technology and as-
sistive technology in providing differentiated instruction to meet
diverse student needs.

These standards establish the minimum require-
ments for the approval of any teacher prepara-
tion program or course of study in any teaching
field.OFOF

1The scope of this resource will only reference standards as it applies to all teachers in connection with technology; note that there are
numerous other standards that exist for all teachers, as well as additional standards that may exist for particular teaching fields.
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EMPLOYEES

Reimbursement of Expenses

820ILCS115/9.5

Employers are required to reimburse employees for all reason-
able expenditures orlosses required of the employee in the
discharge of employment duties, and that inure to the benefit of
the employer. This means that expenses that the employee incurs
within the scope of his orher employment, and that directly relate
to services for the employer, must be reimbursed unless:

o The employee was not authorized or required to incur the
expense.

e Thelosswas due to anemployee’s own negligence, normal

wear, or theft (unless the theft was a result of the employer’s
negligence).

o If the employee failed to comply with the employer’s written
expense reimbursement policy.
The written reimbursement policy may provide specifications or
guidelines forauthorized necessary expenditures, and provide
reimbursement in an amount less than 100% of the expense, so
long as the employer does not have a policy that provides forno
reimbursement or de minimis reimbursement.

This law applies to all employers and employ-
eesin this State, including employees of school
districts.

The term “employee” includes any individual per-
mitted to work by an employerin an occupation,
but does notinclude independent contractors.

Removal and Dismissal of
Teachersin Contractual
Continued Service

105ILCS 5/24-12

The notice that accompanies an honorable dismissal of an em-
ployee, in addition to the written notice mailed to the teacher,
may be delivered by electronic mail.

This law applies to all school districts.
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GOVERNMENT AUTHORITY & SERVICES

Statutory Reference

Electronic Data Collection by
ISBE

1051LCS 5/2-3.2A

The Law

The State Board of Education may require the transmission or collection of
any document, record, form, claim, proposal, other data, or funds, between
the State Board of Education and any entity doing business with the State
Board of Education, be handled by electronic transmission or collection.

Applicability

Thislaw applies to any entities doing
business with the State Board of
Education.

Electronic Records Validity

8151LCS 333/7
8151LCS 333/12

Records shall not be denied legal effect or validity solely because they arein
electronic form. An electronic record satisfies a rule of law requiring informa-
tion to be “inwriting” or “written.”

If alaw requires that arecord be retained, the requirement is satisfied by
retaining an electronic record of the informationin the record which (1) accu-
rately reflects the information set forthin the record afterit was first gen-
eratedinits final form as an electronic record or otherwise; and (2) remains
accessible forlaterreference.

Thisis alaw of general applicability
to all entities orindividuals keeping
electronicrecords.

Regional Offices of Educational
Service Centers

105ILCS 5/2-3.62;
23 1ll. Admin. Code § 525.10

Aregional network of educational service centers shall be established by the
State Board of Education to combine existing servicesin a practical and ef-
ficient manner and to provide new services to schools. Services to be made
available by such centers shall include the planning, implementation and
evaluation of computer technology education and mathematics, science and
reading resources for teachers, including continuing education, in-service
training, and staff development. The services may also include the provision
of other administrator and teacher training programs, data collection, on-site
consultation, evaluation services, implementation of the improvement prac-
tices selected by school district staff and other services identified by school
personnel as critical to the completion of their school improvement efforts.

The State Board of Educationis
required to establish such networks,
however, each Regional Office of Ed-
ucation, Immediate Service Center,
and Chicago School District 299 shall
ensure such services are provided.
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INSTRUCTIONAL MATERIALS & DIGITALTEXTBOOKS

Statutory Reference

District Procurement & Use

The Law

Applicability

Purchase by Districts

105ILCS 5/28-9

School districts may use contingent funds to buy school text-
books, electronic textbooks, instructional materials, and the
technology needed to access and use electronic textbooks.
These purchases can be made directly from publishers and man-
ufacturers at the prices shown on the retail dealer’s website.
Adistrict may also appoint aretail dealerto actasits agent to sell
these items to students.

These dealers must settle accounts with the district for the books
sold. Dealers are not allowed to sell textbooks at prices more
than10% above the net prices listed on the retail dealer’s website

This law applies to all school districts.

Purchase by Districts-Resale at
Cost

105ILCS 5/28-8

School districts may purchase textbooks and electronic text-
books (as well as the technological equipment needed to access
and use electronic textbooks) from publishers and manufacturers
atthe prices listed on the retail dealer’s website. They may then
selltheseitems to students at the listed prices or at prices that
include the cost of transportation and handling.

This law applies to all school districts.

Purchase by Districts-Chicago

105ILCS 5/34-19

The bylaws, rules and regulations of the Chicago Board of Educa-
tion shallbe enacted, and textbooks, electronic textbooks, and
courses of instruction shall be adopted or changed only at the
regular meetings of the board and by a vote of a majority of the
fullmembership of the board.

Funds appropriated for textbook purchases must be available for
electronic textbook purchases and the technological equipment
necessary to gain access to and use electronic textbooks at the
local school council’s discretion.

This law applies to the Chicago Board of Educa-
tion.
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INSTRUCTIONAL MATERIALS & DIGITALTEXTBOOKS

Textbooks Loaned to Pupils

1051LCS 5/28-15

The governing body of each school district voting in favor of
furnishing free textbooks or electronic textbooks shall provide,
at the expense of the district, textbooks or electronic textbooks
forusein public schools and lend them free to the pupils; such
furnished textbooks shall remain the property of the school
district. The governing body shall also provide for the sale of such
textbooks or electronic textbooks at cost to those pupils wishing
to purchase them.

Thislaw applies to school districts.

Funding & Access

Charter School Financing

105ILCS 5/27A-11.5

The Charter Schools Revolving Loan Fund shall be used to provide
interest-free loans to cover start-up costs foracquiring educa-
tional materials and supplies, including electronic textbooks and
the technological equipment needed to access and use elec-
tronic textbooks.

Additionally, the State Board is required to make grants of up to
$750 perenrolled student to charter schools to pay for start-up
costsrelated to acquiring educational materials and supplies,
textbooks, electronic textbooks, the technological equipment
needed to access and use electronic textbooks, furniture, and
otherequipment or materials required during theirinitial term.

However, if a charter school fails to make payments toward
administrative costs, the State Board may withhold these state
funds until the administrative costs are paid.

This law applies to charter schools.

Free Textbooks

105ILCS 5/28-14;
105ILCS 5/34-8

Free textbooks or electronic textbooks, and the technological
equipment necessary to gain access to the materials, may be
supplied to students by the districtin accordance with a favor-
able vote at aregularly scheduled election.

Thislaw applies to school districts.

For school districtsin cities of 500,000 inhab-
itants, the board of education may furnish free
textbooks to pupils and may publish its own
textbooks.
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INSTRUCTIONAL MATERIALS & DIGITALTEXTBOOKS

Funding for Electronic
Textbooks

105ILCS 5/28-19.5

School districts may use funding they receive to purchase
textbooks orinstructional materials in either hard-bound format
or electronic format, along with the technological equipment
needed to access the materials, if:

1. Itcanensure that each pupil will be provided with a copy
of the materials to use at schooland home; and
2. ltwillassist the studentin understanding the material.

Providing access to the materials at school and at home does not
require the school district to purchase two sets of materials.

Thislaw applies to all school districts.

Local School Plan

105ILCS 5/34-2.3

Thelocal school principal shall develop an expenditure plan
whichreflects the school’s local schoolimprovement plan; the
expenditure plan and the allocated lump sum amount must be
approved by the local school council. The lump sum allocation
shall take into account the needs of the school, including, but
not limited to, textbooks, electronic textbooks, and technolog-
ical equipment necessary to gain access to and use electronic
textbooks.

This law applies to local school principalsin cities
of over 500,000 inhabitants.

School Safety and Educational
Improvement Block Grant
Program

1051LCS 5/2-3.51.5

For schooldistricts, the School Safety and Educational Improve-
ment Block Grant Program provides funding for school safety,
textbooks and software, electronic textbooks (and the techno-
logical equipment necessary to gain access to and use electronic
textbooks), teacher training and curriculum development, school
improvements, school report cards, and criminal history records
checks.

For State-recognized, non-public schools, the program provides
funding for secular textbooks and software, criminal history re-
cords checks, and health and safety mandates to the extent that
the funds are expended for purely secular purposes.

This law applies to all school districts and
State-recognized, non-public schools.
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INTERNET SAFETY & DIGITAL CITIZENSHIP

Statutory Reference

Bullying and Cyberbullying
Prevention

105ILCS 5/27-110

Each school district must create, maintain, and implement a poli-

cy on bullying which must be:
1. onfilewiththe State Board of Education,
2. published onthe schooldistrict’s website, and

3. includedinthe studenthandbook. This policy on bullying
shallbe based on the State Board of Education’s tem-
plate fora model bullying prevention policy.

The School Code provides that no student shall be subjected to
bullying via transmission of information from a school computer,
a school computer network, or other similar electronic school
equipment. “Bullying” includes “cyber-bullying” and means any
severe or pervasive physical orverbal act or conduct, including
electronic communication, directed toward a student or stu-
dents that has or can be reasonably predicted to have the effect
of placing a studentinreasonable fear of harm to the student’s or
student’s person or property, causing a substantially detrimental
effect on the student’s physical or mental health, substantially
interfering with the student’s academic performance, or sub-
stantially interfering with the student’s ability to participate in or
benefit from the services, activities, or privileges provided by a
school.

The statute also creates the lllinois Bullying and Cyberbullying
Prevention Fund, from which the State Superintendent of Edu-
cation may provide a grant to a school district, charter school, or
non-public, non-sectarian elementary or secondary school to
supportits anti-bullying programming.

Applicability

This law applies to all school districts.
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INTERNET SAFETY & DIGITALCITIZENSHIP

Comprehensive Personal Health | Any class that teaches comprehensive personal health and safety | Thislaw applies to all school districts.

and Safety and Sexual Health and comprehensive sexual health education mustinclude course
Education material and instruction to help students safely use the internet,
including social media, dating or relationship websites or appli-
1051LCS 5/27-1015 cations, and texting.
Internet Safety Education School districts mustimplement aninternet safety componentin | Thislaw applies to all school districts.
Curriculum their curricula. It is recommended that the following topics are in-

cluded: safe and responsible use of social networking websites,
chatrooms, electronic mail, bulletin boards, instant messaging,
and other means of communication on the Internet; recognizing,
avoiding, and reporting online solicitation; risks of transmitting
personal information on the Internet; recognizing and avoiding
unsolicited and deceptive communications online; recognizing
and reporting online harassment and cyber-bullying; reporting
illegal activities and communications on the Internet; and copy-
right laws on written materials, photographs, music, and video.

1051LCS 5/27-410

Beginning with the 2026-2027 school year, “cyber-bullying” also
includes the electronic posting or distribution of an unauthorized
digitalreplica if the posting or distribution creates any of the
effects specifiedin the statutory definition of bullying. “Digital
replica” has the meaning provided in the Digital Voice and Like-
ness Protection Act.
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INTERNET SAFETY & DIGITAL CITIZENSHIP

Internet Safety Policies
(CIPA/ E-Rate)

47U.5.C.§254;
20U.S.C.§9134;
47 C.F.R.§54.501,54.520

Allschools and libraries receiving discounted Internet access
under a particular federal program (“E-rate Program”) must adopt

Internet safety policiesin accordance with the Children’s Internet
Protection Act (CIPA).

School andlibrary authorities must certify that they:
1. have complied with requirements of CIPA;
2. areundertaking actions, including any necessary pro-

curement procedures, to comply with the requirements
of CIPA; or

3. CIPAdoesnot apply because they are receiving dis-
counts for telecommunications services only. CIPAre-
quires that schools and libraries adopt aninternet safety
policy, implement technology protection measures(i.e.,
filteringimages and content), and provide reasonable
public notice and hold at least one public hearing or
meeting to address a proposed technology protection
measure and Internet safety policy.

This law applies to any school or eligible school
library that receives discounted rates pursuant to
the “E-rate Program.”

Missing Children’s Assistance
Reauthorization Act of 2023

34 U.S.C. §11293(b)(H(M)

Provides that the Administrator of the Office of Juvenile Justice
and Delinquency Prevention shall make a grant to the National
Center for Missing and Exploited Children that, among other
things, shall be used to develop and disseminate programs and
educationalinformation regarding, among other things, internet
safety andreducing the risk of cyber bullying, child sex traffick-
ing, youth-produced sexual abuse material or sexting, sextortion,
and online enticement.

This law applies to the National Center for Missing
and Exploited Children and the Office of Juvenile
Justice and Delinquency Prevention
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RECORDS, REPORTING & COMPLIANCE

Statutory Reference

Educational Technology
Capacity and Policies; Report.

1051LCS 5/10-20.74

The Law

School districts must submit an annual report that includes
information about education technology capacity and policies.
Thisincludes device availability for students, school access and
infrastructure, professional learning and training opportunities,
and documentation of developmentally appropriate computer
literacy instruction at each grade level.

Applicability

This law applies to all school districts.

FOIA - Online Records_

5ILCS140/8.5

School districts are not required to copy a public record thatis
published on the district’s website. School districts must notify
the requester that the public record s available online and direct
the requester to the website where the record canbe reasonably
accessed.

If the requesteris unable to reasonably access the online record,
the requester may resubmit the request stating the inability to
accesstherecord, and the school district shall make the record
available forinspection or copying.

This law applies to all school districts maintaining
awebsite.
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RECORDS,REPORTING & COMPLIANCE

Safety Drill Act

1051LCS128/25

Each public school district, throughits school board or designee,
must conduct a minimum of one annual meeting to review each
school building’s emergency and crisis response plans, proto-
cols, and procedures, including procedures regarding the school
district’s threat assessment team, procedures regarding the
school district’s cardiac emergency response plan, the efficacy
and effects of law enforcement drills, and each building’s compli-
ance with the school safety drill programs.

Inupdating a school building’s emergency and crisis response
plans, consideration may be given to making the response plans
available to first responders, administrators, and teachers for
implementation and utilization through the use of electronic ap-
plications on electronic devices, including smartphones, tablets,
and laptops.

Thislaw applies to all school districts.

Shared Service Reporting

105ILCS 5/17-1.1.

Each school district must complete an annual report developed
by the State Board of Education to accompany the annual finan-
cialreport, and to be published on the State Board of Education’s
website, that summarizes district attempts to improve fiscal ef-
ficiency through shared services or outsourcing in the prior fiscal
year. Suchreport shallinclude, butis not limited to, shared service
options such as technology services, supply and equipment
purchasing, and STEM program offerings. This report must be
approved by the school board at an open meeting that allows for
public comment, and it shall be published on the Internet website
of the school district, if any.

All school districts must complete the annual
report. Further, based on the school district’s an-
nual report, regional superintendents of schools
must publish an annual regional report summariz-
ing district attempts to improve fiscal efficiency
through shared services or outsourcing within the
educational service region.
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Statutory Reference

Eavesdropping

7201LCS 5/14-2
7201LCS 5/14-3

SCHOOLBUSES

The Law

A person commits eavesdropping when he or she knowingly and
intentionally uses an eavesdropping device, in a surreptitious
manner, for the purpose of transmitting orrecording any part

or all of any private conversation to which he orsheisorisnot a
party, unless he or she does so with the consent of the parties to
the private conversation.

School bus footage is exempt from this provision, provided: any
videotape, digital, or other visual or audio recording is made of
the interior of a school bus while the bus is transporting students
to and from school and school-sponsored activities, and:

1. theschoolboard has adopted a policy authorizing such
recording;

2. notice of therecording policyisincludedin student
handbooks and other documentsincluding school
policies;

3. notice of the policy regarding the recording is provided
to parents of students, and

4. notice of suchrecordingis clearly posted on the door of
andinside the school bus.

Applicability

This exemption applies to any school bus.
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SCHOOL BUSES

Inspection Policy

6251LCS 5/12-816

Each school district must have a policy to ensure that the bus
driveris the last personleaving the bus, and that no passengeris
left behind orremains on the vehicle at the end of aroute, a work
shift, orwork day.

This policy and procedure requires, at a minimum, the bus driver
to:

1.  Testthe cellularradio telecommunication device or two-

way radio and ensure it is functioning properly before the
busis operated; and

2. beforeleavingthe bus at the end of each route, work
shift, orwork day, walk to the rear of the bus and check
the bus for children or other passengers.

This policy may include, at the discretion of the school district,
the installation of a mechanical or electronic post-trip inspection
reminder system.

Thislaw applies to all school districts.

School Bus Driver
Communication Devices

6251LCS 5/12-813.1

School bus drivers are required to have either an operating two-
way radio or a cellular radio telecommunications device while in
possession of the bus. Itis a petty offense fora school bus driver
touse a cellular device when the school bus is moving, unless the
use falls within the enumerated exceptions, including, but not

limited to:
1. usingthe cellphoneinanemergency,

2. tocallforassistanceinthe event that thereis amechani-
cal breakdown or other mechanical problem thatimpairs
the safe operation of the bus orto communicate with
schoolauthorities or their designees about any other
issue relating to the operation of the school bus or the

welfare and safety of any passenger, or
3. usingthe cell phone while the bus is parked.

This law applies to all persons operating a school
bus with a valid school bus driver permit.
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STUDENTS: RIGHTS, SERVICES, & DISCIPLINE

Statutory Reference

Discipline & Student Safety

The Law

Applicability

Suspension or Expulsion

105ILCS 5/10-22.6(a) ;
105ILCS 5/10-22.6(d-5)

Schoolboards have the power to expel pupils guilty of gross
disobedience or misconduct, including gross disobedience or
misconduct perpetuated by electronic means.

The board may suspend or authorize the superintendent, prin-
cipal, assistant principal, or dean to suspend a student for not
longerthan 10 days, or expel a student for a period of time not to
exceed 2 years, if:

1. thestudenthasbeendetermined to have made an ex-

plicit threat on the Internet website against an employee,
personnel, or student;

2. thelnternet website was accessible within the school, or

available to third parties who worked or studied on
school grounds, at the time the threat was made; and

3. thethreat couldreasonably beinterpreted as threaten-
ing to the safety and security of the individual because
of his or her duties oremployment status or status as a
student.

This law applies to all school districts.

Suspension or Expulsion
(Chicago Only)

105ILCS 5/34-19

The Board of Education has the power to expel, suspend, or
subject to the limitations of all policies established oradoptedin
accordance with the provisions of the School Code, or otherwise
discipline any pupil found guilty of gross disobedience, miscon-
duct, or otherviolation of the by-laws, rules, and regulations,
including gross disobedience or misconduct perpetuated by
electronic means.

This law applies to the Board of Educationin cities
with a population of over 500,000 inhabitations.
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STUDENTS: RIGHTS, SERVICES, & DISCIPLINE

Special Education & Services

Assistive Technology According torules established by the State Board of Education, | Thislaw appliesto all school districts.
school district personnel are required to prepare a comprehen-

1051LCS 5/14-8.02; sive evaluation of the student to determine whether he or she

34C.F.R.§300.5; is eligible for special education services. After the studentis

34C.F.R.§300.6 deemed eligible for services, an IEP meetingis held to develop

his or herindividualized education program.

At the child’sinitial IEP meeting and at each annual review
meeting, the child’s IEP team shall provide the child’s parent

or guardian with a written notification that informs the parent

or guardian that the IEP teamis required to consider whether

the child requires assistive technology in order to receive free,
appropriate public education. The notification must also include
atoll-free telephone number and internet address for the State’s
assistive technology program.

Assistive technology includes both devices and services. As
definedin IDEA:

1. anassistive technology device means any item, piece
of equipment, or product system, whetheracquired
commercially off the shelf, modified, or customized, that
isusedtoincrease, maintain, orimprove the functional
capabilities of a child with a disability. The term does not
include a medical device thatis surgically implanted, or
the replacement of such device.

2. anassistive technology service means any service that

directly assists a child with a disability in the selection,
acquisition, oruse of an assistive technology device.
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STUDENTS: RIGHTS, SERVICES, & DISCIPLINE

Parent Participation Parents may elect how they would like to receive IEP meeting Thislaw applies to all school districts.
materials aslong as the options include regular mail or picking up
1051LCS 5/14-8.02f the materials at school. Implies electronic delivery is permitted.

23 1ll. Admin. Code. §226.530
34 C.F.R.300.505

Federalregulations provide that a parent may elect toreceive
notices required for prior written notice, procedural safeguard
notices, and due process complaints by electronic mail, if the
school makes that option available.
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Learning
Technology
Center

Leadersin
Educational Technology

The Learning Technology Center is lllinois’ technology support system for K-12
educators and school districts.

As an lllinois State Board of Education Program, we provide free and low cost
edtech professional learning services and support to all districts across the state.
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