Ltc' Technology Services

vCISO Program

Fractional cybersecurity support and leadership

Cybersecurityisno longerjust an “IT problem.” It’s a leadership priority, and hiring a full-
time cybersecurity expertis out of reach formany lllinois K-12 districts. The vCISO Program
bridges that gap by providing fractional, senior-level cybersecurity leadership—not
replacing your IT staff, but empowering them with a “third voice in the room” that speaks
the language of cybersecurity, risk, and governance.

0. ONE PACKAGE. EVERYTHING INCLUDED.

Cybersecurity Assessment Strategic Planning
« Annual Cyber Risk Posture Report « 12-18 Month Cyber Roadmap
« NIST CSF & CIS Controls Crosswalk « Executive Prioritization Matrix

« Dynamic Risk Register
« Insurance Readiness Summary

- Tied to your budget and staffing reality

Policy & Data Privacy Compliance Ongoing Monitoring & Reporting

« Policy Gap Analysis + Monthly Cyber Signal Summary

« Third-Party & Vendor Risk Review (SOPPA) » Monthly Phishing Simulation Campaigns
 Plain-Language Policy Summaries « Signal Trend Analysis

« Policy & Governance Alignment . Staff Awareness Summary

Incident Response Playbook & Testing Board Reporting & Executive Advisory

« Incident Readiness & Response Planning - Board-Ready Cyber Risk Briefing Deck

« Incident Response Playbook + Superintendent Summary Memos

- Annual Tabletop Exercises + Quarterly Advisory Check-ins + Ad Hoc Support

+ Centralized Cyber Documentation Repository
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02 PROGRAM ROADMAP @

a Before the Kickoff GATHER DATA
Do not create any new documentation — we gather your cybersecurity data for you: previous

assessments, cyber insurance questionnaires, your SOPPA vendor report, district org chart, and any
SOPs or work instructions.

Kick-Off Meeting 1 HOUR

Guidance statement activity - Discuss deliverables - Review the one-year roadmap - Set 3-month
milestones - Assign tasks

Collect & Ingest Data

Securely collect data - Loop back for missing data - Map data to vCISO Standards, Level 1 - Gap analysis
- Risk analysis from gaps

Analysis Report & Planning

Review gap and risk results - Build one-year priority work - Develop the 3-5 year plan - Plan deliverables -
Analyze and review efforts - Gather feedback - Refine priorities and plans - lterate and repeat

03 HOW WE WORK TOGETHER 04 ANNUAL SUBSCRIPTION

We Advise. You Decide. Your PRICING

Team Implements. STUDENT ENROLLMENT ANNUAL FEE
The vCISO Program focuses on leadership, planning,
and decision support. We build a clear, prioritized plan,
provide board-ready reports, and guide your team 501-1,000 $4,000
through key decisions. Your IT staff and vendors

Under 500 $3,000

i ) 1,001-2,500 $7,500
continue to handle the hands-on work, while your
leadership team determines what to fund and what 2,501-4,500 $11,500
t itor.
© montor 4,501-6,500 $15,000
Simple and predictable pricing. One price, one 6,501-8,500 $18,000
invoice, and everything included.
8,501-10,000 $20,000
10,001+ Contact LTC

Will Brackett - vCISO Program Director

Interested in learning more?
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